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Entities on record with Colorado Secretary of State as of October 1, 2011
Colorado has a total of 1,177,177 business entities on record.


Why are dissolved and delinquent entities targets?
Lack of business record monitoring


Potential good business history


Potential favorable credit history


Business Entities in Colorado


Entities in Good Standing 469,584 39.89% of all entities


Noncompliant Entities 22,824 1.94% of all entities


Delinquent or Dissolved Entities 525,470 44.63% of all entities


Entities with other statuses 159,299 13.53% of all entities


Business ID Theft Victims 356 0.03% of all entities


Delinquent or Dissolved Business 
ID Theft Victims 285 80% of all victims







Victims Discover Business ID Theft 
When:


1. A creditor contacts the victim.


2. Dun & Bradstreet contacts the victim.


3. A victim identifies fraudulent activity 
by happenstance, such as finding a 
website using the business’ name.


4. A victim receives an e-mail notice 
from the Secretary of State’s Office 
about a change to the victim’s 
record.


The Secretary of State’s Office Learns 
of Business ID Theft When:


1. The Office cross-references credit 
cards used for business ID theft to 
find additional fraudulent 
transactions.


2. The Colorado Bureau of Investigation,  
local law enforcement, Dun & 
Bradstreet, or a victim contacts the 
Office.


3. The Office cross-references the filer 
name to a business ID theft 
transaction.


4. The Office cross-references the IP 
address from which a fraudulent 
document was filed.


Methods of Detecting







Entity Became 
Delinquent
9/1/2010


Statement Curing 
Delinquency Filed


10/19/2010


Theft
Reported
11/3/2010


The entity failed to 
file its Periodic Report 
with the Colorado 
Secretary of State.


The principal office address 
was changed.


The ID thief tried to 
obtain credit in the 
victim’s name at Home 
Depot. The victim 
contacted local law 
enforcement in Sterling, 
CO and was directed to 
contact the Secretary of 
State’s Office.  The 
victim worked with the 
Business and Licensing 
Division to file a 
Statement of 
Correction.


48 Days 15 Days 2 Days Statement of 
Correction Filed


11/5/2010


The Statement of 
Correction indicated 
the Statement Curing 
Delinquency was 
unauthorized, which 
reversed the changes 
indicated in the 
Statement Curing 
Delinquency.


CBI Requested
Information
11/29/2010


26 Days


The request sought 
credit card 
information and the 
IP address associated 
with the Statement 
Curing Delinquency.


Example 1- Life Care Medical, Inc.







Entity Became 
Delinquent
10/1/2009


Statement Curing 
Delinquency Filed 


2/18/2011


Theft 
Reported


3/31/2011


The entity failed to 
file its Periodic 
Report with the 
Colorado Secretary 
of State.


The principal office 
mailing address was 
changed.


The purported new 
director of the 
company contacted 
the Secretary of 
State’s Office to ask 
questions about what 
type of business the 
entity operated.  A 
call center 
representative 
recorded the caller’s 
phone number and the 
Office reported the 
issue to law 
enforcement.  The 
purported owner later 
indicated to a U.S. 
Secret Service Agent 
that he bought the 
entity as a “shelf” 
corporation.


1 Year and 38 
Days


CBI Requested 
Information
4/4/2011


4 Days


The request 
sought credit 
card information 
and the IP 
address 
associated with 
the Statement 
Curing 
Delinquency.


Amendment 
Filed


2/18/2011


The Articles of 
Amendment stated 
new directors for 
the corporation.


41 Days


Example 2 – The 1st Meridian Corporation







Colorado’s Response 


Build Relationships with Law Enforcement
Partnered with the Colorado Bureau of Investigation, U.S. Secret Service, and U.S. Attorney’s Office to 
share information and support business ID theft investigations.


Awareness and Detection
Developed a Business Identity Theft Resource Guide, 
http://www.sos.state.co.us/pubs/business/ProtectYourBusiness/BITresourceguide.html. 


Partnered with Colorado Bureau of Investigation and Colorado Attorney General’s Office to publish 
www.protectyourbusiness.us.


Encouraged businesses to sign up for e-mail notification, monitor their business credit, and contact law 
enforcement if a theft occurs.
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Entities in Good Standing with E-mail Notification


Number of Entities in Good Standing


Number of Entities in Good Standing with E-
mail Notification


As of
# of Entities in 
Good Standing


# with
E‐mail 


% with
E‐mail 


# w/o E‐
mail


2/1/11 460,027 202,119 44% 257,908


3/1/11 460,841 227,139 49% 233,702


4/1/11 460,631 259,988 56% 200,643


5/1/11 462,590 293,289 63% 169,301


6/1/11 462,860 321,711 70% 141,149


7/1/11 464,322 347,339 75% 116,983


8/1/11 465,445 371,433 80% 94,012


9/1/11 467,569 389,465 83% 78,104


Est. 10/1/11 468,682 408,009 87% 60,673


Est. 11/1/11 469,796 427,063 91% 42,733


Est. 12/1/11 470,909 446,623 95% 24,286


Est. 1/1/12 481,859 466,686 97% 15,173


E-Mail Notification
Colorado has seen a correlation between the decrease in reported incidents of business ID theft and 
subscriptions to e-mail notification. 


We predict that by January 2012, 97% of entities in Good Standing will be signed up for e-mail notification.


We believe that a key to detecting and decreasing incidents of business ID theft is getting all businesses to 
sign-up for e-mail notification.


Colorado’s Response 







Note:  Business ID theft data reflects the date a fraudulent document was filed with the Colorado 
Secretary of State’s Office.


Business Identity Theft Trends
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Number of Business ID Theft Victims


Number of Entities with E-mail
Notification







Colorado’s Response 


Legislation
The Colorado legislature passed House Bill 11-1095 requiring the Secretary of State to implement a 
password protected system to change business records and to correct fraudulent filing activity.


The legislation appropriated $360,956 and 1.0 FTE to the Secretary of State to implement the password 
protected system.  The funds will be used for development and communication costs.  The FTE is an 
employee for the Secretary of State’s customer support call center.


Secure Business Filing
The password system will be optional, will allow multiple people to access the same record, and will 
include automated password recovery.


The Secretary of State’s Office will reach out to service companies, law firms, and other multi-filers to 
plan a smooth implementation of the password system.







Secure Business Filing Process


New entity 
chooses to create 
a Secure Business 


Filing Account


Entity’s record is 
secure—only account 
holders may change 


the record


Entity must 
provide


e-mail address 
and password


Existing entity 
chooses to create 
a Secure Business 


Filing Account


PIN 
letter
mailed


Office mails PIN letter 
to entity’s principal 
office to provide 
security that the 
entity, not an ID thief, 
is creating the 
account


The filing confirmation 
page includes option to 
set up an account


Existing entity will 
have an option to set 
up an account on the 
entity’s Summary page


Entity receives 
PIN & returns to 


Web site


A name, address, 
and phone number 
also required 


Only account 
holders may file a 
document that 
affects the record. 
A valid e-mail 
address and 
password are 
required for each 
filing 







Brian Gryth
LATS Manager
303-894-2200 Ext. 6213
Brian.gryth@sos.state.co.us


Points of Contact


Mike Hardin
Business and Licensing Division Director
303-894-2200 Ext. 6201
Mike.hardin@sos.state.co.us


Scott Primeau
Project Manager
303-894-2200 Ext. 6214
Scott.primeau@sos.state.co.us








Governor’s Office of Consumer Protection 







OCP’s Mission 


To protect Georgia consumers 
and businesses from unfair, 
deceptive and unlawful practices 
in the marketplace. 



Presenter

Presentation Notes

OCA is in the business of consumer protection. We don’t make the laws; we enforce them. We strive to foil unscrupulous schemes particularly those aimed at the most vulnerable Georgians. Besides what we believe to be the obvious need to protect consumers, we also strongly believe maintaining a level playing field for businesses is good economic sense. Bogus schemes take money out of circulation reducing the pie for honest business people. When we minimize unfair and deceptive practices, it enhances the ability of business to succeed and consumers to make the best decisions.   NEXT SLIDE�







Criminal Division 


Primary Jurisdictional Areas 
 
Identity Fraud 
Computer/Computer Network Fraud 
Telemarketing Fraud 
Home Repair and Improvement Fraud 
Financial Transaction Card Skimming 







Identity Theft 
Common term used to describe 


many fraud crimes 







• Identity fraud 
• Drug trafficking 
• Financial transaction card skimming 
• Auto theft 
• Alien, firearm and IP crimes 
• Money laundering 
• Falsified identification 
• Computer / Internet fraud 
• Terrorism 



Presenter

Presentation Notes

False identities used to obtain mortgagesMoney used from ID fraud to start up ATL drug trafficking operationFTCF and forgery subset crimes of ID fraudObtaining new cars using false credit profilesSet up fake name bank accounts to funnel moniesThe 911 hijackers used false info to obtain driver’s licenses and servicesEtc.







Mail Drop Corporate 
Filing 


Bank 
Account Scheme 


Typical Business Fraud Progression 


Two Primary Types: 
 
Existing Business Takeover (needed for credit or reputation) 
 
New Business Name (needed for bank account / credit reports / 
loans / facilitate other schemes 







Need a company name for a 
business bank account 


Need business certificate  


CMRA 







• Sound alike domain name 
• Altered contact information  



















 
 
 Business’ Reputation Harmed 
 
 State’s Reputation Harmed 
 
 Third Party Businesses and Consumer 


Victims lose $$$$ 
 
 
 
 


Governor’s Office of Consumer Protection 


Effects of Business Name Takeover 







Georgia Governor’s Office of Consumer Protection 
Criminal Investigation Division 


New Cooperative Partnership Proactively 
Testing Fraud Assumptions 


• Use analytical analysis to test for fraud assumptions 
 
• CMRA verses registered agent address? 
• USPS box verses registered agent address? 
• Recent corporate renewal of admin dissolved company with new contacts?  
• IP / phone number matching multiple corps with different agent names? 
 


• Information sharing and complaint intelligence 
   







Identify commonality in 
phone numbers with 


different contact names? 


Telephone Analysis  



Presenter

Presentation Notes

Telephone Records	Telephone records are almost a necessity in telemarketing fraud investigations when the operation is located in your area.  Most phone companies require a subpoena for telephone records.  For landline telephones remember to ask for all long distance, toll free and local toll call records in addition to subscriber detail.  Consider requesting local call detail (also known as a verbatim) if you need to track local calls, but remember most telemarketers only call out of state victims.  Local call detail may provide leads to additional employees and offsite management or owners but check with your prosecutor to see if it is needed first because some landline phone companies now charge a large fee to receive these records.  If you know the location of the telemarketing operation but you don’t know their phone numbers, subpoena records for any and all telephone numbers that physically terminate at the address.	Review the telephone records for call patterns.  Do all of the calls go to out of state numbers?  Are most of the calls less than one minute?  Are there lots of long distance calls?  If you answer yes, you have developed indicators of a telemarketing operation.  Look at the call patterns.  Do the calls in the morning and evening tend to track the time zones?  Identify out of state calls over five minutes long.  The recipient of these calls listened to the telemarketer instead of hanging up.  Consider contacting some of these individuals to conduct a telephone interview.  The longer the call, the more likely they were taken by the telemarketer.  Re-contact some of the numbers from your analysis of recent longer calls.  Identify yourself and ask them what their experience was with the company you are investigating.  Avoid leading questions.  You may develop additional victims and add recent information to “freshen up” your search warrant affidavit.	Cellular telephone service provider records will usually include detail of all outbound calls, whether local, local toll, long distance or toll free.  Consider language to subpoena the known telephone number and any other number subscribed to by the same individual or business.  	The subscriber of the telephone service is usually an indicator of some control over the telemarketing operation.  Because long distance service is deregulated, you may find that local telephone service is provided by one company and long distance service is provided by another.  Subpoena both companies.  Some companies refuse to honor subpoenas issued in another state.  You may need to subpoena the company’s registered agent in Georgia for records from an out of state telephone company.  Your prosecutor or the Georgia Governor’s Office of Consumer Affairs can assist you with telephone subpoenas.  An example of a subpoena can be found in the Appendix. 











Questions? 



Presenter

Presentation Notes

Anthony Tobin was charged federally in a scheme operated since 1996. Pleaded guilty and was sentenced to serve 7 and pay almost $2.5 million restitution. Advance fee investment scheme using Internet, mail drops, international accounts/travel, etc. Case opened Sept. 11, 2007. Indicted in 2009. Sentenced 2010. Three  defendants. One pled, one guilty by trial, one fugitive. Took millions since 1996, was charged for incidents only five years back which had strong evidence even though he took many millions, very little left to seize or recover. Defense argued in trial of co-defendant Twigg that she received money not for her part in the fraud scheme but for payment for services rendered to Tobin as his prostitute.







Monty D. Mohr 
2 M. L. King, Jr. Drive 
Suite 356, East Tower 
Atlanta, Georgia 30334 
monty.mohr@ocp.ga.gov 
404-657-5673 
www.consumer.georgia.gov 


Georgia Governor’s Office of Consumer Protection 
Criminal Investigation Division 
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Business Fraud
Business Identity Theft and Misrepresentation


NASS Business Identity Theft Forum: 
Preventing and Protection in State Policy-Making Efforts


Bob Beckett


Atlanta, Georgia Oct 17, 2011


© Dun & Bradstreet 2011 







Start with a premise…


One of the fundamental services that we (D&B, NASS & IACA 
members, formation/registered agents and others) collectively provide a 
structure, an environment or climate for businesses to effectively 
compete and thrive.  


We collectively provide a level of confidence in commerce


Those who seek to use us as part of their fraud and dampen business 
confidence should be stopped, without causing undue process or 
slowdown for legitimate business (few/many)


By working together, we can continue to provide levels of trust, 
confidence and success


Like fair elections… This is an awesome responsibility 







High Risk Business Activity / Business Fraud including business 
identity theft and misrepresentation is on the rise…


Overview
D&B investigates, confirms and reports high risk business activity. 


• Types include:
• Business Deterioration – i.e., financial distress…
• High Risk-Newsworthy – i.e., Criminal events…
• High Risk – i.e., Deception/Misrepresentation…
• Information Alerts – Id Theft…
• Bankruptcy – Business Chapter 7 / 11 filings


Looking back at the last 10 years at these types of high risk business activity within the United 
States, reveals 654,2041 confirmed/reported entities and with an unfavorable upward trend: 


Full Year         2007 2008 2009 2010
# Businesses 45K    55K             74K             108K  (140% rise over 2007)


Commentary
• As you might expect, as the economy experiences difficulties… we see increases in the 


unfavorable trend of business fraud
• We are also seeing new and creative methods being used by fraudsters
• We are seeing a more “organized” approach to business fraud
• While we see geographic pockets, business fraud does not have boundaries (States/Country)  
• Generally, business fraud does not get adjudicated and often is grouped into bad-debt-write-off
• No central repository, like consumer identity theft exists 


31Note: Not included here are un-known or un-confirmed fraud cases and first-payment defaults







Specific to certain related types of business-fraud we see trends 
increasing and that system changes make a difference… 


Overview
Drilling down within this overall universe we looked at three subgroups of business fraud relating 
to this forum including: 


Criminal activity – i.e., indictments, convictions (company/officers) often misrepresentation
Business Identity Theft - i.e., unauthorized use of  a company identity
Misrepresentations – i.e. company displays characteristics of deception or 
misrepresentation of business information “Bust-outs” and “Shelf Corps that 
misrepresent…”


Year         2007 2008 2009 2010 2011-YTD 2011-Proj
# Businesses      3,398    4,266          4,667           4,864               5,435               7,247


Commentary
Much like state gov’t business registrations, D&B provides companies with the ability to see and make 
certain changes to their business filing/record.
In late 2009 we confirmed an increase in both business identity theft and business misrepresentation
We implemented a number of system changes that has significantly decreased un-authorized changes to a 
companies information.
On average, in the US we see 50 failed attempts a month to compromise our filings/records  
Relative to other proofs-of-right the numbers are much higher (exact number is unknown)







Typical Business Identity Theft







Much like what D&B has and is continuing to improve upon and 
deploy, states and other participants in the business registration 
“system” should consider three areas…


Prevention


Inspection 
Appraisal & 
Oversight


Recovery


• Verify Data-entered – does it make sense
• Authenticate person (KBA)
• Add steps to bring-back old
• Web Fraud Detection Tools
• Credit Card Fraud 
• Education 


• E-mail /phone notifications of changes
• Registration Portfolio Sweeps (outliers)
• Share cases w/respective investigators 


& related parties i.e., D&B, NASS, 
IACA…


• Work w/law-enforcement
• Dashboard -Benchmark and Track 


Trends


• Correct and Support Victims
• Prosecution
• Communicate success to deter
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Georgia’s Privacy Credential


Protecting Georgia’s Citizens
Enabling Georgia’s Businesses


1







Some definitions


ID theft occurs when a person steals information or 
credentials necessary to commit ID fraud, such as a 
social security number, etc.
ID fraud occurs when a person assumes another 
person’s identity to inappropriately obtain goods or 
services.
Business ID theft and ID fraud are similar but the victim is a 
business instead of a person.







We need a national solution


NewWhitehouse strategy called the National 
Strategy for Trusted Identities in Cyberspace (NSTIC).
NSTIC is a new office at NIST, www.nist.gov/nstic.
Guiding principles. Identity solutions will be:
– privacy‐enhancing and voluntary
– secure and resilient
– interoperable
– cost effective and easy to use.







Georgia’s desired option


The U.S. Military has the Common Access Card (CAC). 
U.S. civilian agencies have the Personal Identity Verification 
(PIV) card.
Non‐federal organizations may leverage these technologies, 
policies and standards called PIV‐Interoperable (PIV‐I).
The cards support cryptographic (level 4 assurance) 
authentication to websites as well as provide the ability to 
encrypt and sign email.
Technical model supports verification of personal attributes 
such as rank or age.







Our desired option







Questions?


ark Reardon
hief Information Security Officer
eorgia Technology Authority
7 Trinity Ave, Third Floor
tlanta, GA 30334
ark.Reardon@gta.ga.gov








Business
Identity Theft


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org


Understanding the crime 
and how it occurs


Presented by Michael Barnett, CITRMS
ITPA Executive Director


NASS Business Identity Theft Forum | October 17, 2011







1. Discuss key differences between consumer and business 
identity theft, and why thieves are targeting businesses


2.  Review the common methods that thieves use to 
impersonate and defraud businesses
• Broad brush understanding of scope    ‐ address or educate


• Primer discussion   ‐ introduce some specific methodologies and 
concepts for further discussion


Objectives:


©Copyright 2011 by ITPA. www.ITPAonline.org







Consumer ID Theft  vs.  Business ID Theft


Consumer ID Theft


Easy


Lucrative
#1 for‐profit crime


Low risk


Business ID Theft = More Profits


• Easy credit and credit terms


• Higher credit limits


• Larger purchases / Low scrutiny


• Larger bank balances


• Minimal security


• Less fraud protections (and shorter reporting timelines)


• Not a “person”


Business ID Theft


Easy


Lucrative


Low risk


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org







How Business Identity Theft Occurs


Common Schemes 
to Impersonate
and Defraud
Businesses


©Copyright 2011 by ITPA. www.ITPAonline.org


Some you can address  – others you can educate







Fraudulent Business Registrations


State Factors
• Processes / legislation vs. trends
• Good faith filing
• No alert system
• No information sharing


Business Factors
• Infrequency of review
• Failure to enroll in alert system
• Do not understand the risks


• Change or Modify Existing Registrations  
(addresses, owners / officers, registered agent)


• Reinstate Closed, Dissolved, or “Dead” Businesses


• Foreign LLCs or Corporations
(standing or piggyback on estab. credentials)


• Intentionally Similar Name or DBA


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org







Physical Address Mirroring
aka “The Business Bust‐Out”


Step 1: Identify a location & target company


Step 2: Obtain business credit report or 
other useful intel on the target company


Step 3: Rent office space in the same 
building as the target company


Step 4: Purchase products and services in 
the victim business’ name


Step 5: Disappear and find the next victim


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org


Exploits weaknesses in address‐based verification 
and authentication systems







Address Mirroring in Credit Transactions


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org


Street address (line 1) + ZIP Code = “Exact Match”







National and Global Reach through Technology


Virtual Office Location


Virtual Telephone Service


Website
Confidence marks – verified and legitimate


Thieves easily hide behind technology and the Internet 
to hide their location and make their activities appear 
legitimate


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org







Business Credit Records


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org







Falsified Financial Reports


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org







Shelf Corporations


Yes, they are legal…


An issue when they are used 
with malicious intent


Example:  Trade Rings
Multiple shelf corporations used
to report bogus or inflated credit / 
trade transactions


• Deceive / defraud business or lender
• Used in business ID theft scheme


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org







Misuse of Owner / Officer Identity


Obtained through:


• State business registration systems


• Business credit reports


• Data aggregators


The identity information of the business owners, officers,  or directors


Used to:


 Obtain business loans or lines of credit
using owner/officer as guarantor   (> 20%)


 Access existing bank or credit accounts  
(personal or business)


 Open new bank or credit accounts


• Other public information sources


• “Traditional” personal ID theft schemes


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org







Compromise of Business Accounts
and Banking Credentials


• Spyware / keyloggers


• Phishing and pharming


• Vishing, smishing, &
social engineering


• Loss or theft
(internal or external)


• Dumpster diving


• Data breach


Fraudulent wire transfers


Fraudulent credit  
purchases


Fraudulent withdrawals 
or cash advances


Use in fraudulent check 
schemes


Methods: Results:


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org







Internet Black Market


Actual Internet black market website


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org







Business Identity Theft:   The Victim List


©Copyright 2011 by ITPA. All rights reserved.      www.ITPAonline.org


• Target Business
• Employees
• Customers
• Partners


• Business owner / officer /director


• Defrauded businesses


• Financial institution
• Credit card company
• Bank / credit union
• Lender


• State government 
• Confidence & reputation
• Economy & employment
• Revenue


• Trust and decisioning   
companies


• Credit reporting agencies
• Data depositories
• Verification services


• Law enforcement


• Public


• Income
• Liquidity
• Reputation







Thank You


Copyright 2011 by ITPA. All rights reserved.
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Protection for the Digital Age


Assisting Victims of
Identity Theft
Assisting Victims of
Identity Theft


Presented by:  
James Harrison |   CEO, INVISUS


NASS Business 
Identity Theft Forum
Atlanta, GA  |  October 17, 2011


NASS Business 
Identity Theft Forum
Atlanta, GA  |  October 17, 2011







Protection for the Digital Age


Real Businesses.
Real Fraud.
Real Businesses.
Real Fraud.







Protection for the Digital Age


Limited Protection
for Businesses.
Limited Protection
for Businesses.
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Strategic Partnership: Industry / Government


Intergovernmental coordination as well as public/private coordination is 
paramount to battle identity theft. Companies can work closely to provide 
information to consumers, law enforcement and government officials alike.  


Some of the key strategic elements of the Industry / Government partnership 
include:  


• Serving as a trusted resource for government officials.


• Serving as an advocate for consumers/businesses.


• Providing expert testimony and training for federal, state and legislative 
officials considering legislative and policy initiatives.  
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 FBI-Law Enforcement Executive Development Association (FBI-LEEDA)


• As of September 29, 2011, LifeLock has executed 77 law enforcement 
trainings reaching more than 5,400 federal, state and local law enforcement 
officials around the nation.


• The courses have reached more than 1,800 agencies and have been hosted by 
Attorneys General, Sheriffs, Police Chiefs, Crime Prevention Associations and 
Universities.


• The Summits address a range of identity theft issues to include:
o Relevant identity theft laws
o High technology identity theft
o Identity theft awareness and protection strategies 
o Databases to assist in identity theft investigations
o Identity theft counter-measures
o Dealing with identity theft victims (individuals and businesses) 


LifeLock – Education & Thought Leadership







© 2010   www.lifelock.com   800 LIFELOCK 4


To learn more about US Law Enforcement’s view on identity theft, FBI-
LEEDA partnered with LifeLock to conduct an online survey.


 The 2011 FBI-LEEDA survey conducted with law enforcement showed:


• There is an average of seven law enforcement agents assigned to
identity theft cases.


• Each of the seven have an average of 42 cases to investigate each year.


• Nearly 55% surveyed believe that laws do not help with the prosecution of 
identity theft criminals.


When asked what would help, those surveyed responded:


• 78% law enforcement data base


• 70% more resources


• 70% more improved laws


Law Enforcement Identity Theft Survey 







© 2010   www.lifelock.com   800 LIFELOCK 5


Law Enforcement Survey – Executive Summary
Identity Theft is a huge problem
• The problem is much greater than currently reported
• The punishment is too lenient for the crime
• Current laws are not effective in prosecuting the crime


More tools to fight identity theft are needed
• Database of law enforcement contacts
• Improved identity theft laws
• Financial resources


State-based Identity Theft Task Forces are limited
• Three in ten say their state has such a task force.
• Those in states with no task force are quite likely to believe their state should have a 


task force and it would help them reduce the number of cases they handle.
• In states with a task force, law enforcement is split on the ability of the task force to 


reduce their caseload.


Law enforcement officers are not immune to identity theft
• Three in ten have been a victim.
• Most report to their credit card company and/or local police.
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preliminary issue:
how should we balance privacy and law 


enforcement?


AML


privacy
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S. 1483
“Incorporation Transparency 


and Law Enforcement 
Assistance Act”


 every state or licensed formation agent must 
hold information on the beneficial owners of 
every corporation or LLC that:


“identifies each beneficial owner by name, 
current residential or business street address, 
and a unique identifying number from a 
nonexpired passport issued by the United States 
or a nonexpired drivers license or identification 
card issued by a State”
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entity law issues


 annual reports


 administrative dissolution
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annual reports


 an annual report under § 2-211 of the Uniform 
Business Organizations Code must set forth:


(1) the name of the entity and its jurisdiction of 
formation;


(2) the name and street and mailing addresses of 
the entity’s registered agent in this state;


(3) the street and mailing addresses of the entity’s 
principal office; and


(4) the name of at least one governor.
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annual reports (cont.)


 an annual report under § 16.21 of the Model 
Business Corporation Act must set forth:


(1) the name of the corporation and the state or 
country under whose law it is incorporated;


(2) the address of its registered office and the 
name of its registered agent at that office in this 
state;


(3) the address of its principal office;
(4) names and business addresses of its directors 


and principal officers;
(5) a brief description of the nature of its business;
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administrative dissolution


 § 14.22 of the Model Business Corporation 
Act provides that:


A corporation administratively dissolved under 
section 14.21 may apply to the secretary of 
state for reinstatement within two years after 
the effective date of dissolution.
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administrative dissolution (cont.)


 § 1-603 of the Uniform Business Organizations 
Code provides that:


A domestic filing entity that is dissolved administratively 
under Section 1-602 may apply to the [Secretary of State] 
for reinstatement [not later than [two] years after the 
effective date of dissolution].


 note that § 1-603 contemplates four possible rules:
 no time limit on reinstatement
 two years
 a shorter period than two years
 a longer period than two years
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